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ABSTRACT

CYBERAGGRESSION IN THE WORKPLACE:

CONSTRUCT DEVELOPMENT, OPERATIONALIZATION, AND MEASUREMENT

By Terrance Gordon Weatherbee

Previous research on aggression and violence in the workplace has focused on
factors in an organizationally and physically bounded context. Over the last two decades,
as organizations have adopted information and communication technologies to support
work processes, a new form of workplace aggression has emerged — symbolic aggression
using email.

Cyberaggression, defined as aggressive or hostile behaviours that are either
perceived in received email communications, or enacted in sent email communications, is
a recent and understudied form of symbolic aggression in organizations. While the
enactment of this type of aggression presupposes access to organizational information
and communications technologies the unique nature of the computer mediated context in
cyberaggression differentiates the phenomenon, and subsequently the construct, from
other workplace aggression constructs.

Cumulatively, this research (a) developed measures for both source and target
cyberaggression, (b) investigated and confirmed the dimensionality of the
cyberaggression construct, and (c) investigated the relationships between cyberaggression
and individual and situational predictors, and individual level psychological, somatic

health, and behavioural outcomes.
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il

Using a mixed-methods approach three studies were conducted in series. The
first study employed a phenomenological approach using a critical incident methodology
in order to understand cyberaggression as a social process. The results identified a
theoretical and empirical model and several potential measures of cyberaggression.

The second study utilized a survey methodology administered to a sample of
individuals who used email at work to develop scales for measuring cyberaggression and
investigating the dimensionality of the cyberaggression construct. Exploratory factor
analysis suggested that cyberaggression is a multi-dimensional construct that consists of
both perceived and enacted behaviours that are both source and target specific and that
are empirically differentiable.

The third and final study, also using a survey methodology administered to a large
sample of working individuals, was designed (a) to validate the measurement
instruments, (b) to confirm the dimensionality and construct validity of cyberaggression,
and (¢) to identify and model several antecedent and consequent variables related to
cyberaggression. The measures were consistent and reliable across two samples used
within the study. Structural Equation Modeling using CFA and Latent Variable Path
Analysis were used to develop and test a model of cyberaggression. While the resulting
structural models exceeded the minimum thresholds for good model fit, there were mixed

results in terms of the number of supported hypotheses.

7 December 2007
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INTRODUCTION

Over the last decade, the topic of workplace violence and aggression has become
an important focal issue for organizational researchers. Whether variously
conceptualized as counterproductive (Fox & Spector, 2005¢), deviant (Robinson &
Bennett, 1995), violent or aggressive behaviours (Schat & Kelloway, 2005) all of these
behaviours have at least one characteristic in common — they usually result in some form
of harm-doing, either psychological or physical, to organizational persons or material.

As distinguished from the broader concept of social violence (Felson & Tedeschi,
1993), the effects of Workplace aggression are mediated or moderated by factors unique
to the organizing principles found within a workplace. While our understanding of
contributory factors related to workplace aggression is rapidly growing (see for example;
R. A. Baron & Neuman, 1996; R. A. Baron & Richardson, 1994; Douglas & Martinko,
2001; Hershcovis et al., 2007); organizations are now experiencing an emergent
phenomena, quintessentially modern in form, that are adding to the already complex and
heterogenic domain of workplace aggression. Specifically, those behaviours associated
with organizational Information and Communication Technologies (ICTs) where the
unique characteristics of the technology permit new forms of harm-doing. These forms
of aggressive, counterproductive, or deviant behaviours have been labeled cyberdeviancy
(see Weatherbee & Kelloway, 2006). A specific set of behaviours found within the
cyberdeviancy construct concerns the use of email for interpersonal harm-doing. This
construct has been labeled cyberaggression (Weatherbee & Kelloway, 2006).

Pragmatically, the study of cyberaggression is timely. Although the scientific

impetus for the study of workplace harm-doing was first a result of the occurrence of
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extremely violent incidents that resulted in death or severe injury (Jockin, Arvey, &
McGue, 2001), there is now growing recognition that even the more minor forms of
harm-doing hold the potential for even greater levels of cognitive and psychological
damage to persons (Kaukiainen et al., 2001). Non-violent or non-physical forms of
aggression, such as incivility, or indeed cyberaggression, have not been a major focal
point of study. Collectively, aggression researchers have only recently begun to mobilize
and attend to the myriad forms of harm-doing in the workplace (see for example
Robinson & Bennett, 1995).

Given the much heralded advantages of information systems in organizations, the
increasing rates of its adoption, installation, and use, (Negroponte, 2000) and its very
ubiquity in most organizational settings, it has become critical to understand
cyberaggression as it has so far remained largely an unforeseen or second order effect
(Sproull & Kiesler, 1994). The genesis of this research was a desire to understand how
cyberaggression results in interpersonal harm-doing within an organizational context.
Situating Cyberaggression in Context

While the construct of cyberdeviancy is grounded within the counterproductive or
deviancy frameworks, (Weatherbee & Kelloway, 2006) cyberaggression is
conceptualized as ICT use that results in interpersonal harm-doing and is, more
appropriately, considered a form of workplace aggression. Specifically, it is the use of
organizational email in such a fashion that the behaviour is either enacted as aggression
by an author of an email, or where an email is perceived as hostile or aggressive by a

recipient.
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Evidence suggests that not only is cyberaggression a rapidly growing feature of
the modern workplace, but that cyberaggression may have serious negative outcomes for
both individuals and organizations (Weatherbee & Kelloway, 2006). Although
increasing attention is being paid to this phenomenon within the mass media (Villano,
2007), practitioner and trade journals (Zeidener, 2007) and most recently, the popular
business press (see for example Shipley & Schwalbe, 2007), there is a near total lack of
study to be found in the organizational literature.

The Cyberagéression Construct

Theoretical substantiation and conceptualization are critical precursors to
effective construct development, operationalization, and measurement (Kaplan, 1964).
Therefore, prior to any empirical work a delineation of construct characteristics, both
similarities and differences, between cyberaggression and other related constructs is
required. Just as it is methodologically important to distinguish empirically between
violence and aggression (Schat & Kelloway, 2005) it is important to explicate the
justification for treating cyberaggression as a construct in and of itself rather than as a
form of behaviour that can be subsumed into other workplace aggression constructs.

Since pyberaggression is a context specific form of workplace aggression
(Weatherbee & Kelloway, 2006), a form of behaviour only possible when using
organizational email, the cyberaggression construct is heavily premised upon and
articulated from both social and communicative perspectives. In the following sections
the unique characteristics associated with cyberaggression will be used to differentiate
cyberaggression from similar forms of behaviour, such as verbal aggression (Infante &

Wigley, 1986) and its electronic counterpart flaming, (Reinig, Briggs, & Nunamker,
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1998; Siegel,”Dubrovsky, Kiesler, & McGuire, 1986), as well as from other
organizational constructs, such as deviancy (Robinson & Bennett, 1995), workplace
incivility (Andersson & Pearson, 1999) or abusive supervision (Zellars, Tepper, & Duffy,
2002).

Social and Communicative Dimensions of Cyberaggression

Although aggression research has been previously conceptualized within a social
interactionist framework (See for example Felson & Tedeschi, 1993; Tedeschi & Felson,
1995) this perspective has been more often used within the broader study of societal
victimology or criminological violence (Tedeschi & Felson, 1995) rather than within the
more restrictive realm of organizational aggression (Neuman & Baron, 2005). This is
perhaps somewhat surprising given that interpersonal relations and communication are
both “structurally and socially critical” to organizations (Graumann, 1998, p. 46).
Although a social interactionist perspective does inform the conceptual basis for bullying
and mobbing (Keashly & Jagatic, 2003; Rayner & Keashly, 2005; Zapf, Knorz, & Kulla,
1996), workplace incivility (Andersson & Pearson, 1999), and to a certain extent, social
undermining (Duffy, Ganster, & Pagon, 2002) it remains an underutilized theoretical
perspective in the more general study of workplace aggression.

Given the functional marriage of personal, social, and task-related uses of ICTs in
organizations (Weatherbee & Kelloway, 2006), the re-conceptualization of workplace
aggression as a range of interpersonally oriented behaviours, whose enactment and
perception are socially dependent, has several theoretical and methodological advantages.
By shifting the focus of study away from isolated individual behaviours and emphasizing

a focus on behaviours within the context of symbolic interactions between individuals
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embedded within organizational environments, permits a more effective empirical
account of cyberaggression from both an actor and a target perspective.
Differentiating Cyberaggression from Similar Behaviours and Aggression Constructs

Verbal Argumentation and Verbal Aggression

Almost four decades ago Buss (1961) proposed that all aggression may be
classified using the dichotomous dimensions of physical-verbal, active-passive, and
direct-indirect behaviours. By combining these dimensions this classification method was
expanded to produce a typology of eight forms or types of workplace aggression (see R.
A. Baron & Neuman, 1996 for a detailed exposition). Within this expanded framework,
the verbal-active-direct type of behaviour is a form of symbolic aggression. Non-
physical, or symbolic aggression, has been a focus of research and study within the field
of communication studies for several decades (see Rancer & Avtgis, 2006 for a summary
of work in this area). Despite the wealth of theoretical development and empirical
results, organizational aggression scholars have drawn upon little of this body of work.
From a communications standpoint, email may be considered an analogue of verbal
behaviour (Weatherbee & Kelloway, 2006). As cyberaggression is a parallel form of
verbal or symbolic aggression the communications literature provides a significant
theoretical foundation for the development of the cyberaggression construct.

The two most applicable constructs within this domain are verbal argumentation
and verbal aggression (Rancer & Avtgis, 2006). Verbal argumentativeness occurs where
a communicant engages in an exchange where the focus of the exchange is disagreement
or conflict over topics, subjects, or issues (Infante & Rancer, 1982). Verbal aggression,

consists of communicative exchanges that employ language designed to attack the self
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concept of a target person through verbal constructions such as swearing, degrading
language or the attribution of socially or personally negative characteristics (Infante,
Trebing, Shepherd, & Seeds, 1984; Infante & Wigley, 1986). Though both verbal
aggression and verbal argumentation are linguistically similar in form, it is the focus of
the communicative exchange that is the major defining characteristic that conceptually
and empirically separates the two. In verbal argumentation the focus of the
communication is an issue or position, whereas in verbal aggression the focus is shifted
to one of the communicants.

Although cyberaggression is similar to face-to-face verbal aggression in gross
form - the use of words in an aggressive or hostile fashion, cyberaggression may be
differentiated from face-to-face verbal aggression as a function of the unique mediation
and transformative effects of ICTs. While the form of an aggressive email may be
similar in terms of language use, i.e., written text that mirrors the spoken words
characteristic of an aggressive exchange, cyberaggression has contextual information
which is different than that of face-to-face verbal aggression. Cyberaggression contains
domain specific cues such as iconics (emoticons or text formatting such as all capitals,
bolding etc.), contextual information such as the From: address, the To address, the CC:
address(es), the Subject: line, the date-time-stamp, as well as information present as a
function of any electronically attached files (documents, graphics, etc.). Therefore,
unlike a face-to-face verbally aggressive exchange, the use of ICTs not only mediates the
aggressive message by providing a different set of communicative cues to the target, but

it also potentially transforms the context of the aggression itself.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Evidence of this can be observed within the ICT literature, specifically research
that deals with a related form of verbally aggressive expression in computer-mediated-
communications (CMCs); what has been termed ‘flaming’ behaviour. Flaming is an
intentional behaviour defined as hostile or aggressive. While the term flaming originated
within the early social context of online exchanges (O'Sullivan & Flanagan, 2003) these
behaviours may also be enacted using email (Siegel, Dubrovsky, Kiesler, & McGuire,
1986), within group support systems (Alonzo & Aiken, 2002), or in within virtual
learning environments (Valacich, Nunamker, & Vogel, 1994).

Flaming

A flame has been variously defined as an “electronic diatribe” (J. A. Barry, 1991,
p. 243), or as a series of publicly conducted "vitriolic on-line exchanges” (Dery, 1994, p.
1), where ‘flamers’ “hurl insults with impunity” (Danet, Ruedenberg, & Rosenbaum-
Tamari, 1997, p. 1). Flames are comprised of language that is derogatory and aimed at a
specific other (Mabry, 1997). Despite these numerous definitions, the descriptor flaming
is normatively used to refer to exchanges consisting of various forms of hostile or
aggressive expressions (Kayany, 1998; Lea, O'Shea, Fung, & Spears, 1992; McGuire,
Kiesler, & Siegel, 1987; O'Sullivan & Flanagan, 2003; Reinig, Briggs, & Nunamker,
1998; Siegel, Dubrovsky, Kiesler, & McGuire, 1986). Researchers generally consider
flaming as intentional use of insulting, uncivil, obscene or profane language directed at a
target whethé; an individual, group or organization (Aiken & Waller, 2000; Alonzo &
Aiken, 2002; Reinig, Briggs, & Nunamker, 1998; Sproull & Kiesler, 1994).

Although some of the behaviours classed as flaming may be found in

organizational email, cyberaggression can be differentiated from flaming along a number
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of dimensions. First, cyberaggression is located within an organizational context. In this
context interpersonal communications are normally mediated by a formal structure and
by a pre-deﬁﬁed purpose (Jablin & Sussman, 1983). Flaming on the Internet may have
no or little imposed structure or purpose beyond the self-interest of the individual.
Second, unlike in Internet spaces cyberaggression is committed using organizational
ICTs that do not permit anonymous communications, Organizational ICTs, at the very
least, usually have some form of organizational or structural identifier; such as job titles,
or names, used in email headers (Sproull & Kiesler, 1986). Third, and related to the first
two, there is normatively either some form of a priori relationship between individuals
who are communicating for organizational purposes (i.e., known others in the
workplace), or an expectation of a relationship based upon structural roles (i.e.,
subordinate to supervisor or employee to customer exchanges). The relationship or
relational expectations are based upon task and authority linkages that organizational
ICTs are designed to support (Jablin & Krone, 1994; Keyton, 1999) and which set the
context for the communications. The organizational role constraints placed upon
communicative behaviours and the relational structure between individuals serve to
distinguish cyberaggression from flaming.

Therefore, while cyberaggression is a form of verbal-active-direct aggressive
behaviour, the characteristics associated with its technical basis make cyberaggression
different from either face-to-face verbal aggression; and the structural and relational
characteristics differentiate cyberaggression from Internet-based flaming behaviour.

Thus verbal aggression and cyberaggression may be considered as two separate, yet
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related, constructs within the verbal-active-direct aggressive behavioural classification.
Other Workplace Aggression Constructs

Within the general research space occupied by organizational counterproductive
behaviours, deviancy, or other workplace aggression constructs (O'Leary-Kelly, Duffy, &
Griffin, 2000) there exists a great deal of conceptual and empirical overlap. One of the
main reasons for this overlap is that these constructs comprise many of the same or
similar behaviours. For example, when committed by a supervisor, the act of attacking
the self-concept of another person, such as by verbally denigrating the personal
characteristics of an employee, could be classified simultaneously as any of
counterproductive behaviour (Fox, Spector, & Miles, 2001), emotional abuse (Keashly,
1998), or tyrannical behaviour (B. E. Ashforth, 1994, 1997). Alternatively, if enacted by
a work colleague it could also be considered an act of incivility (Andersson & Pearson,
1999) or if sufficiently vitriolic perhaps even an act of aggression (R. A. Baron &
Neuman, 1996). This same type of behaviour when committed through email would
define the behaviour as cyberaggression (Weatherbee & Kelloway, 2006).

Due to the similarity of behaviours within and across these constructs, other
contextual or definitional characteristics must be used to distinguish amongst them.
Differentiation may be made on the grounds of the focal perspective of the behaviour -
whether an actor or target is the subject of the explanatory research (Fox & Spector,
2005¢). Another differentiating characteristic is the type of target the behaviour is
focused upon- whether an individual, group, or organization (Robinson & Bennett, 1995),
or by bystander effects (McCann & Pearlman, 1990). Additionally, the severity of the

outcome(s) associated with the behaviour, such as rudeness and incivility versus
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aggression or violence (Andersson & Pearson, 1999; R. A. Baron & Neuman, 1996) may
also be a defining difference. Whether the intent and motivation that lay behind the
behaviour(s) is accounted for, as in revenge versus retaliation (Aquino, Tripp, & Bies,
2001; Folger & Skarlicki, 2005). Or even the form, type and patterns of the behaviours
in general - whether onetime only, repeated, or with some level of persistence (Keashly,
1998) may be differentiators.

Even though an isolated act of cyberaggression may be subsumed into several of
these constructs in behavioural terms, there are other characteristics of cyberaggression
that have no counterparts or parallels. For example, revenge motivated aggression is a
form of interpersonal aggression where one person is motivated to inflict harm upon
another person who has been judged to be responsible for some initial wrongdoing or
perceived workplace injustice (Bies, Tripp, & Kramer, 1997). The action of taking
revenge is an intentional and reflective response that is perpetrated upon the perceived
harm doer (Aquino, Tripp, & Bies, 2001; Bies & Tripp, 2005). An individual may
choose to use email as an instrument for taking revenge, by releasing evidence of
mistreatment by a supervisor to other employees in the organization (Rosman, 2002),
perhaps seeking to embarrass or damage their supervisor’s reputation. Though it is
possible that individuals may engage in a vengeful act using email as a tool, not all acts
of cyberaggression would fit neatly within the definitional bounds of this construct.

Organizational retaliatory behaviours (ORBs) are those actions taken in response
to perceived unfairness in the workplace. These acts are normally directed at the
organization, rather than individuals, or if directed at individuals they are directed at

target members that serve as a proxy of the organization (Skarlicki & Folger, 1997).
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While ORBs and revenge may both be responses to perceived unfairness or injustice in
the workplace, depending on the behaviour observed, the differences may be more
conceptual than empirical. The previous example of seeking revenge is a case in point.
While the act of revenge may be directed at one individual, the supervisor, the outcomes
of the act may also fit within the definition of another construct. In the case above the
release of information concerning a supervisor could be an act of retaliation against the
employing organization and simultaneously be considered a form of revenge. The
outcomes of these acts may be directed at both the individual, group, and organizational
levels simultaneously — and consequently not accounted for within these constructs.

This form of conceptual and empirical complexity also exists in the relationship
between cyberdeviancy, cyberaggression and these other constructs. Cyberdeviancy is a
broader concept that delineates the use of ICTs in a negative, non-normative or deviant
manner, only one of which is to bring harm to an organization (Weatherbee & Kelloway,
2006). Thus a cyberdeviant act, such as when spreading a dangerous virus throughout an
organization’s ICT, could meet the definitional criteria within the ORB construct.
Cyberaggression, on the other hand, is an act of interpersonal aggression and is
considered a particular sub-type of cyberdeviancy. Therefore, a single act of
cyberaggression could variously meet a definitional criterion for revenge, ORB,
aggression, or other constructs such as incivility, abuse, tyranny, or violence. A form of
co-occurrence that is a conceptual and empirical confound in the study of aggression
(Glomb, 2002). However, for cyberaggression this type of confound operates only at the
behavioural level where single acts may be empirically, or through definition, considered

the same. If the analytic focus is shifted to contextual and process variables and their
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characteristics and outcomes, cyberaggression becomes distinguishable from these other
constructs.
Unique Characteristics of Cyberaggression

Conceptual distinction of cyberaggression is supported by several characteristics
that arise as a function of the technological features and capabilities of ICTs and second,
by how these ;technologies mediate interactions between organizational persons. These
characteristics include (a) the lack of a requirement for simultaneous co-presence when
interacting, (b) the mediating effects of the technology upon the process of
communication and the symbolic forms of aggression contained within them, (c) the
moderating effects of both communicative reach (e.g., the ability to mass distribute the
email) and the potential for cognitive rumination as a function of the asynchronous nature
of the process and the time between receipt and response, (d) the potential for
simultaneity across focal target types through multiple addressing, and (¢) the potential
for mixed-mode outcomes at individual, group, organizational and extra-organizational
levels (see, fqr example, primary, secondary and tertiary outcomes of cyberdeviancy in
Weatherbee & Kelloway, 2006).

Lack of Co-presence. In cyberaggression, unlike face-to-face verbal aggression,
there is no requirement for co-presence of the actor and target for the exchange or
interaction to take place. This implies that a greater range of contextual variables will be
of influence. For example, receipt of an aggressive email at work versus at home or
when away from the organizational setting. This difference potentially introduces unique
and confounding factors. The distal and temporal nature of the technology permits the

effects of behavioural impacts to be felt beyond the physical and time constraints of the
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worksite. Thus, the processes of communication may be elongated in time due to the
lack of immediate grounding and feedback between receipt and response. This opens the
communicative process to a range of factors or influences such as increased ambiguity of
message interpretation, an increased opportunity for reflection or rumination over the
message, and a greater separation of response from initiating conditions.

Mediating Effects.  The technical capabilities that change the communicative
processes between actor and target may also have a transformative effect as ‘speaking’
can itself be an act apart from what is being said (Graumann, 1998). First, the range of
communication cues is different. Email has fewer cues than in face-to-face
communications as non-verbal behaviours such as body language are absent. These non-
verbal cues are needed for grounding of communicative context and when missing
increase the potential for misunderstanding and misinterpretation (Clark & Brennan,
1991). Second, the nature of the medium allows for either immediate or delayed
response as feedback cycles are temporally shifted as synchronicity is disrupted by the
medium. This disrupts the linearity of feedback found in face-to-face communications
and again increases the potential for perceptual ambiguity or misinterpretation.

Moderating Effects. Unlike face-to-face verbal aggression which is a
synchronous event, cyberaggression in email is asynchronous. This allows targets an
increased opportunity for rumination between receipt and response. This affords

increased time to engage in cognition or affect concerning the event. Rumination is

likely to increase the intensity and duration of any anger and negative affect as elicited by
the event (Rusting & Nolen-Hoeksema, 1998). Additionally, should the actor choose to

move beyond a dyadic exchange when using the ICT to include multiple others, it is
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expected that this form of aggression will be perceptually differentiated by a target
recipient. If the recipient perceives hostility or aggression in the email, then not only
does the target perceive an attack but that attack is now being made ‘publicly’ if the email
is distributed to others via carbon copy: in effect analogous to the combining of several
forms of aggression, such as verbal aggression, social undermining, and gossip (Duffy,
Ganster, & Pagon, 2002) into one act with potentially exacerbating effects.

Simultaneity of Focal Target Domain(s) and Mixed-Mode Outcomes. One of the
distinguishing dimensions of other negative workplace constructs is the type of focal
target involved, such as the differences found between revenge and ORBs with individual
versus organizational level targets. Cyberaggression permits multi-level targeting
directly or indirectly. This can occur when technical reach and multiple addressability is
used. For example, when an aggressive message is copied to other organizational
members, or even to the public, it may have a negative impact directly upon the target
who receives the email, an indirect or vicarious impact upon others who receive a copy,
and ultimately may have an adverse effect upon the organization as a whole (Weatherbee
& Kelloway, 2006).

Similarity of Cyberaggression with Other Negative Workplace Constructs

While negative, anti-normative, deviant or workplace aggression constructs differ
along several dimensions, such as target versus actor focus, severity of outcomes, etc.,
and they vary in the forms of behaviour that are incorporated within them, there still
remains conceptual and empirical overlap. In this regard, these constructs may be
situated along a dimensionality where the behaviours associated with the construct range

from physical through to purely symbolic acts (See Figure 1).
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Figure 1. Cyberaggression Construct Domain

At the purely physical anchor are located the most violent of behaviours; such as
homicide or physical assaults resulting in injury. At the symbolic anchor are located the
purely symbolic actions; such as silence - where an individual is ignored, ostracized, or
where communications that are required or expected receive no response. From a
behavioural perspective cyberaggression overlaps several of these more ‘socially based’
and behaviourally symbolic constructs. These include incivility, face-to-face verbal
aggression, emotional abuse, and bullying and mobbing. This overlap is representative of

those singular behaviours found within these other constructs that may be enacted
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through the use of email. However, while individual acts may be the same, when taken
as a whole, the mediating and moderating effects of the technology, and the increased
potentials found within the domain of effect of the use of technology for aggression in
this way, indicate that cyberaggression is justifiably a separate and unique workplace
aggression construct. The similarity and dissimilarity of cyberaggression with these other
non-violent or socially based constructs is discussed in the following sections.

Incivility. The behaviors included within this construct are primarily symbolic or
communicative in form. Incivility is a form of deviant behaviour that violates
organizational norms of respect for persons. It is interpersonal in nature, usually of a
relatively low-intensity, and it occurs in the workplace with an ambiguous intent for harm
(Andersson & Pearson, 1999; Pearson, Andersson, & Porath, 2005; Pearson, Andersson,
& Wegner, 2001).

Thouéh Pearson et al. (2005) specifically use ‘flaming’ or the sending of a ‘nasty
email’ as a behavioural example of incivility, their conceptualization is of an email that is
rude rather than one that is openly aggressive, for example where an email is used to
directly and openly attack the character or competency of a target individual. Within the
incivility construct intent to inflict harm is ambiguous, in that harm may be a byproduct
of being rude or uncivil to another but it is not the primary intent or focus of the
behaviour itself. Within cyberaggression, the behaviour is instrumental or goal-driven,
prompted by the experience of cognition or affect, where the sending of an aggressive
email is intentional; or it may be solely perceptual, in so far as aggression or aggressive

intent is a function of the perception of the focal target of an email.
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Emotional Abuse. Emotional Abuse is conceptualized as intentional harm doing,
excluding physical harm, involving symbolic aggression where self-concepts or identity
are the target of the hostility (Keashly, 1998; Keashly & Harvey, 2005). The behaviours
are usually focused upon one individual by another; they occur repeatedly over an
extended period of time, and consist of a mix or pattern of verbal and non-verbal
behaviours. Emotional abuse is normally intentional and is usually based upon an
inequitable distribution of power or authority as they relate to the organizational
structure, i.e., supervisor behaviours directed at a subordinate. Within this construct the
primary focus is the target’s subjective experience of these hostile social interactions.
Even though cyberaggression may be a method for engaging in or perpetuating emotional
abuse against an individual there are other additional non-verbal mechanisms
incorporated into emotional abuse that have no parallel in cyberaggression. Additionally,
cyberaggression may be perpetrated by a subordinate upon a supervisor, a type of
behaviour which is excluded from the domain of emotional abuse.

Bullying. Bullying is a construct comprised of persistent and negative
interpersonal behaviour normally perpetrated by one individual against one or more other
persons (Rayner & Keashly, 2005), with varying behaviours ranging from infrequent
physical aggression to minor forms of uncivil behaviour. Similar to emotional abuse and
incivility, it comprises symbolic communications of both verbal and non-verbal hostility.
A strong definitional component is the a priori relationship between the actor and the
target or an evolving relational dynamic as the behavior unfolds over time. Bullying may
involve incidents of cyberaggression, but there are additional behaviours and relational

contexts incorporated within cyberaggression not included in bullying. Within
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cyberaggression the capabilities of reach and addressability mean that there is no
requirement for any developed a priori relationship, it may be a structural expectation
only, and there is no physical aggression equivalent.

Mobbing. Mobbing is goal directed behaviour designed to bring harm against
another by one or more individuals including superiors or co-workers. It is persistent and
systematic behaviour that takes place over extended periods of time (Zapf & Einarsen,
2005; Zapf, Knorz, & Kulla, 1996). 1t is usually intended to force individuals out of a
work setting by making it an intolerable environment for the target person. It is
comprised mainly of socially offensive, harassing behaviours designed to interfere with
an individual’s successful task completion or work accomplishments. While
cyberaggression is an interpersonal construct, where the actor is an individual and not a
group, it is possible to posit a circumstance where multiple individuals engage in
cyberaggression and where the aggregate effect may be incorporated within this
behavioural domain. However, similar to differences between emotional abuse, bullying,
and cyberaggression, there are differences not accounted for within the mobbing
construct domain.

A Process Model of Cyberaggression

In the preceding review, the theoretical and behavioural similarities and
differences that exist between cyberaggression and other related workplace aggression
constructs demonstrate that while individual cyberaggression behaviours may be
potentially subsumed into several other constructs, when taken in fofo, cyberaggression

represents a specific and different construct domain.
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Given the unique nature of cyberaggression as a construct composed of
technically mediated behaviours it is also important to understand the potential changes
or influences that the technical capability of organizational ICTs may have upon the
symbolic behaviours of an actor or target. These effects are discussed individually in the
following sections.

Changes to Social Context of Processes of Communications. When organizations
deploy and employ ICTs for purposes of communications, new social systems are created
and superimposed over existing ones (Carpenter, 1983). These new arenas of social
interaction (Cheseboro & Bonsall, 1989) have different characteristics and potentials than
conventional face-to-face interactions or exchanges. Consequently, ICT-based
organizational communications may shift or change the ongoing social processes of
interaction in ‘unique ways. Therefore, to effectively capture the variables of influence,
conceptual focus should account for processes of communication rather than be solely
directed towards either a discrete or static focal event(s) of communication. This implies
that the incorporation of the context of communication processes is necessary, i.c., the
form and type of ICT in use to account for ICT effects, as well as the organizational
communicative context, whether it is relational or instrumental for example.

Within the general body of the communications literature, communicative context
is a multi-dimensional construct that is normatively associated with those situational
factors that guide or influence communicant interactions. Context has been
conceptualized as the social setting where interpersonal communication takes place, the

relationship that exists or develops between communicants, or the role held by
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communicants, whether that role definition is family, work or institutionally based
(Knapp, Miller, & Fudge, 1994).

Within organizational contexts, due to the complex nature of organizational
settings, communicative conflicts between members are inevitable (Jablin & Sussman,
1983). These workplace conflicts may be categorized as interpersonal, task-related
(Priem & Price, 1991) or process-related (Jehn, 1997). Interpersonal conflict is normally
personality or emotionally based conflict that is usually unrelated to organizational
performance or task accomplishment (Wall & Nolan, 1986). Task conflict is the result of
arguments or disagreement over the task, or the manner in which the task is to be
performed. Lastly, process-related conflict, conflict that arises as a function of the
management or coordination of tasks and resources usually arises in circumstances where
interdependencies between organizational members are high (Jehn, 1997). While
interpersonal and organizational based conflicts may thus be differentiated,
organizational communication is inherently a social process where these two forms of
conflict may co-occur. This suggests that similar to some other forms of workplace
aggression that both individual personality characteristics and contextual social
characteristics affect organizational communications and ICT use, and hence
cyberaggression.

Mediation of Symbolic Exchanges. 1CTs by their very nature, mediate the form
and types of communications that are possible in domain specific ways - those changes to
communicative capability enabled by the technology. ICTs have the technical capability
to facilitate, amplify, or augment conventional communications and communication

effects, or outcomes, within organizations (Weatherbee & Kelloway, 2006). Depending
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on the specifics of their use ICTs may; (a) simply facilitate communications by reducing
or removing barriers to dyadic exchange (no co-presence required); (b) they may amplify
communications by permitting exchanges beyond the dyadic level, such as within or
between groups, through specific technical capabilities (multiple addressing); and finally
(c) they may augment communications by permitting forms and types of exchanges that
could not happen under conventional circumstances (multiple addressability plus use of
blind carbon copy, plus target addressability beyond organizational barriers or
boundaries). Consequently, the actor/ target and the related domain of the effects and
outcomes of cyberaggression may be an individual within a dyad, a team or group, the
organization as a whole, the broader public, or any combination thereof.

As the potential domain of interaction is significantly different from equivalent
conventional forms of symbolic aggression there is greater situational range of outcome
effects. Hence, in cyberaggression there is potential for a greater variation of outcomes
beyond primary outcomes between two communicants. Two conclusions may be drawn
from these observations. First, cyberaggression is highly contextual and social in nature
and will likely be simultaneously influenced by variables at the individual, dyad, and
group or organizational levels. Second, given the process-based and reciprocal nature of
communications in organizations, initial empirical work necessitates investigation into
both actor and target perspectives.

Actor/Target Perception and Appraisal. As individuals engage in event appraisal
(Lazarus & Folkman, 1984), they assign various social meanings (Tedeschi & Felson,
1995) to the event based upon their perceptions of contextual and individual level factors.

As these meanings may be assigned differentially across persons, individual reactions or
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responses also may vary (Barling, 1998; Folkman & Lazarus, 1985). Empirical support
for the differentiation of meaning assigned to the same event has been observed in third
party judgments of acts of revenge in organizational settings (Aquino, Tripp, & Bies,
2001; Tripp, Bies, & Aquino, 2002). Thus, perceptions of both actor and target
individuals, and appraisals by target individuals will likely play major roles within
cyberaggression and any nomological network within which it is embedded.

A review of the counterproductive, deviant, or workplace aggression literature
demonstrates a surprisingly broad array of behaviours associated with responsive acts of
aggression. Therefore, a social-interactionist perspective permits greater opportunity to
capture the affective and cognitive elements underlying individual appraisal of event(s)
and any subsequent intent or motivation to respond. This can be achieved by focusing
empirical effort on identifying the salient factors at the individual level, initially by using
a qualitative method for accessing these data.

As noted by Fox and Spector (2005a), qualitative access to the appraisal processes
is highly utilitarian as theoretical or empirical insight into the factors influencing
motivation and intent may then be associated with action or response by a target
individual. This approach also permits differentiation between intent and motive as
casual factors of aggressive behaviour engaged in by actors. An aggressor, or actor,
engages in aggressive behaviours in pursuit of both proximate and distal or terminal
outcomes and goals with the actor’s intent being their cognitive focus upon the goal(s),
and where their motivation is the associated rationale for the pursuit of the goal(s)
(Tedeschi & Felson, 1995). This approach is also more parsimonious as it collapses the

problematic distinction between reactive versus instrumental aggression (Bushman &
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Anderson, 2001) and more directly parses out the actor’s intent, motivation, cognition,
and affect. Incorporating goal directed behaviour within a process model of
cyberaggression will also serve to address a significant theoretical and empirical gap in
the broader lilterature on counterproductive or aggressive workplace behaviours
concerning intent (Fox & Spector, 2005b; Tedeschi & Felson, 1995).

Actor/Target Action and Response. There are several alternative responses to
aggression that are available to an individual who experiences a negative event. These
responses include non-response, a retributive response, or responses intended to escape or
de-escalate the pattern of exchanges (See Tedeschi & Felson, 1995 for a detailed
presentation). These choices are available at either the first, or any subsequent,
experience of a negative event and are a function of an individual’s process of appraisal.
Understanding the appraisal process should therefore permit identification of individual,
situational md contextual variables related to subsequent response choice.

Social interaction is an exchange based process where individuals take turns.
Within the context of symbolic aggression this implies that any given interaction may
consist of a series of exchanges where any one individual may take dual roles. That is, an
individual in one exchange may be the ‘target’ of the aggression and in a subsequent
exchange may be an ‘actor’ committing aggression. This is the pattern of behaviour(s)
observed when symbolic aggression between individuals escalates reciprocally (Felson,

1982) as observed within an incivility or conflict spiral (Andersson & Pearson, 1999).
Though not a direct measure of the factors or variables initiating aggression for any given

exchange, understanding of the appraisal and reaction process itself, and determination of
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the factors that influence switching from target to actor pefspective should identify a set
of variables that are likely to be operant in cyberaggression.

Social Nature of Actor / Target Relations. A social interactionist perspective may
also serve as a conceptual bridge between those theories that focus on dyadic interaction,
as in an uncivil exchange (Andersson & Pearson, 1999) or employee emotional abuse
(Keashly, 1998), and those that focus on collective social interactions such as bullying
(Keashly & Jagatic, 2003) or mobbing (Zapf & Einarsen, 2005). This is particularly
germane to this research because while cyberaggression is conceptualized theoretically as
a distinct form of aggression in the workplace, it is possible for an act within other
aggression, deviant or counterproductive constructs to be focused at either dyadic or
group levels and carried through a variety of media including email.

Summary

The regulation of communicative exchange between individuals is accomplished
through both verbal and non-verbal cues and "daily discourse is replete with incongruent,
ambiguous, and incomplete messages" (Knapp, Miller, & Fudge, 1994, p. 15). The
absence of the fullest range of interpersonal cues, grounding and feedback means that any
email communicative exchange is therefore extremely context dependent and hence, open
to multiple interpretations (Kiesler, Siegel, & McGuire, 1984; Kiesler & Sproull, 1992).

As aggression is “intrinsically a social affair” (Graumann, 1998, p. 40) this
necessitates a careful consideration of communication for social purposes (Andersson &
Pearson, 1999) within organizations. As communication is irretrievably intertwined with
context, whether the context is focused on either work or social relations (Knapp, Miller,

& Fudge, 1994), investigation of cyberaggression must be sensitive to changes in the

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



25

context. In many ways, the context is the communication that takes place within
organizations. This can be seen in the formation and maintenance of interpersonal
relationships and the social interactions between organizational members needed for task
accomplishment; all of which are crucial for effective organizational functioning (R. A.
Baron, 1996).

Although the importance of having positive social interaction and interpersonal
relationships is growing within the organizational literature, the effects of negative social
interactions and relations has not yet received the attention its importance would indicate
(Dufty, Ganster, & Pagon, 2002) given the potential for adverse outcomes for careers,
social relations with coworkers, and job satisfaction (Jablin & Krone, 1994). As
exposure to perceived negative events such as aggression or hostility act as a trigger that
commences a process of perception, appraisal, and interpretation in individuals,
cyberaggression as a construct should be broad enough to account for a variety of
organizational and sub-organizational social contexts. However, empirical study
necessitates sufficient specification in order to identify a range of variables or sets of
variables of influence within any specific context (Green, Wilson, & Lindy, 1985).

In the preceding sections, cyberaggression has been delineated as a workplace
aggression construct that is distinct and separate from several other constructs.
Cyberaggression, as a set of behavioural phenomena and as a theoretical construct has

been situated conceptually within the broader domain of workplace aggression. On this
basis, and building upon the initial work of Weatherbee and Kelloway (2006) in this area,

a tentative model of cyberaggression is presented in Figure 2. This model will form the
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organizational settings.
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Figure 2. Process Model of Cyberaggression adapted from (Weatherbee & Kelloway,

2006).
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STUDY 1
Cyberaggression as a Negative Critical Incident
Purpose
Although primarily exploratory in nature, this first study was designed to
investigate the construct and proposed model of cyberaggression. The specific purpose
of the study was (a) to identify the communicative and perceptual cues used by
individuals to appraise the receipt of an email communication as hostile or aggressive, (b)
to identify potential antecedent individual and situational variables that influence an
individual’s appraisal process(es), (c) to identify the potential affective and cognitive
outcomes, and (d) to identify any potential behavioural outcomes. Finally, the
methodological approach used within the study was also designed to facilitate the
modeling of cyberaggression from an experiential and temporal perspective.
Method
Theoretically (Lazarus & Folkman, 1984; Taylor, 1991) and empirically
(Weatherbee & Kelloway, 20006) it is justifiable to define the experience of
cyberaggression as a negative and potentially harmful event. In order to validate the
cyberaggression construct, and to distinguish empirically between related or confounding
constructs, data gathering was focused specifically on the appraisal process(es) used by
individuals during incidents of cyberaggression (C. A. Anderson & Huesmann, 2003;

Andersson & Pearson, 1999).

Therefore, in order to understand the experience of individuals involved in
cyberaggression, intimate access to individual perceptions was needed in order to develop

a model of the process(es) of cyberaggression, select measures of behaviour(s) and
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outcomes associated with these processes, and for establishing a reasonable degree of
ecological validity. This required access to the experienced affect and cognition of
individuals involved in cyberaggression with a view to how these are related to
subsequent behaviours. As detailed understanding of the experiential and perceptual
nature of indi(viduals would have been difficult to capture using solely quantitative
methods (Burns, Williams, & Maxham, 2000), the Critical Incident Method (CIM)
(Flanagan, 1954) used in combination with the Long Interview (McCracken, 1988) was
chosen as when used in combination they provide complementary advantages.

First, given the subjective nature of the phenomenon, the experiential focus of the
long interview (Feldman, 2004) with the event/process focus of CIM (Flanagan, 1954)
permits a broader capture of the perceptual experience(s) of individuals involved in
cyberaggression. Second, the complementary nature of the data gathered using this
combined method encourages a higher level of self-disclosure in respondents (Derlega &
Grzelak, 1979) concerning their cognitive and affective states. Third, an additional
benefit associated with the process orientation of CIM, is that the data collected permitted
the ‘mapping’ of the cyberaggression in affective, cognitive, and behavioural terms by
situating cyberaggression temporally. The result was a process model of cyberaggression
anchored upon the collective experience(s) of respondents engaged in activities of
receiving, interpreting, appraising, and responding to what is perceived to be a negative
email.

Finally, this approach avoids the trap of losing the salience of the unique or

distinct features of cyberaggression, i. ., the individual level detail found within a
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specific incident of aggression, that would normally be masked if a quantitative or
aggregate quantitative approach was used (see Glomb, 2002).
Respondents

Participants for this study were selected through a process of discriminate
sampling (Strauss & Corbin, 1998) using a set of purposive criteria (Silverman, 2000).
Inclusion in this study sample was based upon the following; (a) respondents had recently
(within the past year) been the focal target of an aggressive email at work; (b) if
respondents themselves were not a focal target, they were witness to an incident of
cyberaggression involving another individual at their place of work vicariously through a
technical feature such as ‘carbon copy’ or through face-to-face discussion with the focal
target, and finally, (c) respondents meeting either of the criteria above who perceived
themselves to be negatively or adversely affected by these event(s).

Snowball sampling commenced with three respondents who were known to the
researcher. These respondents were recruited, one on a university campus and two from
two work sites in the private sector, into the study by personal invitation. Subsequently,
they were asked to act as references for other respondents. They provided the names of
additional individuals who were likely to have met the sampling criteria and who were
located at other separate work sites. In total, sixteen respondents met the sampling
criteria. In addition to the selection criteria, the interview schedule was also used to

discriminate between individuals within the initial sample population. The ordering of
respondents for interviews was designed so as to ensure that initial respondents

represented as wide a range of occupation and job-tenure as possible.
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The interviewing of respondents was continued until theoretical saturation
(Glaser, 1978) was assessed as having been reached. This point was initially assessed as
having been achieved in the seventh interview and was subsequently confirmed by the
ninth interview. The remaining seven respondents that had been identified in the sample
were not interviewed. During these final interviews three signaling criteria were
observed to conclude saturation had been reached. First, general patterns in the
respondent statements concerning the process through which cyberaggression events
unfolded became observable. Second, across the respondents there was convergence of
interpretations (McCracken, 1988) concerning their cognitive and affective states and
their subsequent actions. Finally, additional respondents ceased to provide any new or
unusual data.

The final sample demographics included four women and five men, comprising
an age range of 28 through 65 years of age, representing a varied selection of employees
of both profit/not-for profit occupations. The occupations and professions included three
university academics (two senior, one junior), a software engineer with a Fortune 500
firm (15 years tenure), a mechanical engineer employed as a senior manager in the
aviation industry (20 years tenure), a senior HR manager in the health services sector (2
years tenure), a middle-management administrator (nine years tenure), and a senior
manager/consultant (35 years tenure) who worked for the largest business communication
service provider in the world.

The interviews were conducted in accordance with an interview protocol and
were normally conducted with the respondents at a site of their choosing. Two of the

interviews had to be re-scheduled due to time conflicts between researcher and
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respondent work activities. These two interviews were subsequently conducted by
telephone. All the interviews were recorded using a digital voice recorder supplemented
with extensive hand-written field notes. The total data generated from the interviews
included 218 minutes of recordings, 52 pages of field notes, and 108 pages of transcripts.
The data gathered represented respondent perceptions concerning approximately thirty-
one separate incidents of cyberaggression. All of the events occurred within the past year
having taken place across nine different work settings located in four different couﬁtries.
Measures and Data Analysis

A phenomenological frame, generated from the perspective of the respondents
themselves (Patton, 1990), was chosen for the initial analysis of respondent experiences
and interpretations of cyberaggression (see Interview Protocol at Appendix A). This
approach not only more accurately captures a respondent’s worldview (Schutz, 1970) but
it also permits greater access to the affective and cognitive appraisals of the event(s), and
the related respondent logics generated by these experiences. Though the data gathered
were retrospective in nature, respondent bias for reporting stereotypical or socially
received opinions was minimized by having the respondent focus upon specific negative
email event(s) within the recent past (deMarrais, 2004). Data validity was further
reinforced as evidence suggests that when individuals believe that they have been
wronged or harmed in some way, as in the experience of being a focal target of
aggression, then individuals are more willing to disclose information considered highly
personal in nature (Folger & Skarlicki, 2005) such as their emotional state, their thought

processes, or their subsequent reactions. Personal disclosure by respondents was quite
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apparent as evidenced by the highly personal and extremely detailed descriptions of their
experiences, thoughts, and feelings.
Procedure

In order to formulate a theoretical model capable of explanation (Strauss &

Corbin, 1998) the transcriptions of the interviews were subjected to a four stage analytic

- procedure. This process was designed to generate a model of cyberaggression that
accounted for the observations drawn from the data and that could be used as the basis for
later hypothesis testing and quantitative analysis.

Seeking Understanding. In the first stage of the analysis effort was focused on
gaining an in-depth understanding of the overall experiences of the respondents
concerning negative events involving email. This was done following the interview
analytics as recommended by McCracken (1988). First, the transcripts were read and
iteratively annotated with observations concerning respondent expressed affect,
cognition, behavioural timing and sequencing. This method of inspection and labeling
was designed to identify potential analytic categories, themes, or patterns that were
shared betweén and across respondents (Holsti, 1969). Respondent dialogue was first
parsed into statements that contained relatively irreducible elements such as an action, an
expressed emotion, or explained cognition. Other elements, deemed important by the
respondents, were also captured in this fashion. This included information concerning
situational context, a respondent assessment or opinion, a belief such as suspected
motivation or justification, or their perceived causal linkages. Each element was assigned
an individual descriptive label such as anger, accusation, immediacy, blame, or

motivation.
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Clusters and Categories. In the second analytic stage, the labeled elements were
organized using the constant-comparative method (Glaser & Strauss, 1967; Silverman,
2000) to identify clusters of like perceptions, interpretations, understandings, reactions
and actions, within the context of the respondent statements. The labeled elements were
grouped into clusters such as Cues (containing labeled statements such as all capitals,
punctuation, swearing, etc.), Context (containing labeled statements such as email policy,
interdependency, etc.), or Relationship ( peer, subordinate, supervisor, history, etc.). This
process was repeated where linkages or relationships that existed between clusters were
identified, or where clusters themselves could also be grouped on a cognitive, affective,
or behavioural basis. Groups of clusters were then organized into categories such as
Reaction (clusters concerning affective, cognitive and behavioural reaction to the event)
or Action (those actions taken by respondents in response to the experience of receiving a
negative email).

Though there is some overlap across clusters and categories, this is not viewed as
problematic for two reasons. First, while the process of analysis itself is necessarily
linear and sequential, the process under analysis is not. Specifically, while respondents
would generally describe their experience in linear terms, the experiences they described
were not necessarily linear. These experiences included instances of simultaneity or
cognitive and affective linkages that were recursive in nature. Second, the process of
analysis is also essentially a process of translation - where individual respondent
descriptors and language is aggregated into a common set of researcher based descriptors

and language. Consequently, some overlap was to be expected.
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Process Modeling. During this stage the clusters and categories were re-
organized in terms of temporal sequencing in how the event unfolded, which of the
identified elements/categories came first, second, third, and how they were inter-related
etc. The results of this analysis produced; an empirical description of cyberaggression as
a process, identified several potential variables and outcomes, and established tentative
linkages and relationships amongst these variables and outcomes.

To complete this stage of analysis, the outline process was presented to three
respondents in order to solicit their observations and comments concerning the
categorization schema, the taxonomic clusters, and the process depiction. All three
respondents endorsed the results with no amendments required. Descriptively, the
cyberaggression process was labeled the CCARA process, an acronym for Context, Cues,
Appraisal, Reaction, Action, and depicted as a ‘path’ model that incorporates the event
descriptions as identified by the respondents.

CIARAA Model. In the final stage, the CCARA process was reviewed and
adjusted to incorporate the theoretical basis of the general model of cyberaggression
(Weatherbee & Kelloway, 2006), and both theoretical and empirical results as drawn
from other relevant literatures: either those literatures that had been previously identified
during the general review (see Weatherbee & Kelloway, 2006 for a detailed review) or
that had been identified as pertinent during the process of data analysis (organizational
revenge, retaliation, incivility, self-concept, image-management, etc.). The originally
labeled CCARA process was subsequently re-labeled CIARAA (Context,
Interpretati(;n, Appraisal, Reaction, Appraisal, Action.). This new designation more

accurately aligned the cyberaggression process with extant theory concerning an
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